
BORNEO OIL GROUP 

WHISTLEBLOWING POLICY AND PROCEDURES 

 

1. Overview 

 
This Whistleblowing Policy and Procedure is a framework for reporting concerns about 
irregularities within the Group’s operations and averting possible risks of loss or reputation 
damage to the Group. The Group has established a Whistleblowing Policy that sets out avenues 
for legitimate concerns to be objectively investigated and addressed as part of good corporate 
governance. Individuals will be able to raise real concerns about illegal, unethical or questionable 
practices confidently and without a reasonable risk of Reprisal. 
 
1.1 OBJECTIVES 
The Policy’s main objectives are: 

1. To encourage and guide Employees and members of the public to communicate and 
disclose any Improper Conduct within the Group to the appropriate party in accordance 
with this Whistleblowing Policy and Procedure; 

2. To reassure Employees and members of the public who genuinely report from possible 
reprisals or victimisation; and 

3. To ensure real and proven disclosures of Improper Conduct is managed in an appropriate 
and timely manner. 

 
1.2 SCOPE 
The Policy applies to any Improper Conduct by any Employee of the Group that affects others, 
such as other Employees, consultants, vendors, contractors, outside agencies or employees of such 
agencies, and/or any other parties which have a business relationship with the Group. 
 
1.3 APPLICABILITY 
The provisions in this Policy and Procedure comply with the Whistleblower Protection Act 2010, 
Companies Act 2016, Malaysian Anti-Corruption Commission (MACC) Act 2009 and all 
applicable laws and regulations in the countries where the Group operates. If there is a conflict 
between mandatory laws and the principles in this Policy and related policies, the laws shall prevail. 
 
 

2. Definitions 

“Audit Committee” means the Audit Committee of Borneo Oil Berhad; 

“Board” means the Board of Directors of Borneo Oil Berhad; 

“Employee(s)” means all individuals directly contracted to the Group on an employment basis, 
including permanent and temporary employees. 

“Enforcement Agencies” means any unit or body set up or established by the government having 
investigative and enforcement powers; 

“The Group” means Borneo Oil Berhad and its subsidiaries; 
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“HR” means Human Resources department of Borneo Oil Berhad; 

“Improper Conduct” means any conduct which, if proved, constitutes a disciplinary offence or a 
criminal offence and shall include but not limited to the following; 
 

1. Criminal offence or unlawful act such as fraud, corruption/bribery, theft, embezzlement 
and blackmail;  

2. Forgery or alteration of any document or account belonging to companies within the Group; 
3. Misappropriation of Group’s funds, securities, supplies, or other assets; 
4. Actions which can cause physical danger/harm to another person and/or can give rise to 

the risk of damage to properties/assets; 
5. Impropriety in the handling or reporting of money or financial transactions; 
6. Profiteering as a result of insider knowledge of the Group’s activities; 
7. Any conduct which is an offence or a breach of the law; 
8. Financial malpractice; 
9. Breach of the Group’s Code of Business Ethics, policies and guidelines; 
10. Bullying and harassment; 
11. Improprieties of tender and procurement activities; 
12. Abuse of power and position for personal gain; 
13. Any act that poses a danger to health and safety; 
14. Any action that causes damage to the environment; 
15. Any unlawful or illegal activities, whether criminal or breach in civil law; and 
16. Any misconduct as stated in any of the Group’s established policies and manuals. 

The list of Improper Conduct under this section is not exhaustive and shall include any other act 
or omission, which, if proven, will constitute an act of misconduct pursuant to the Code of Business 
Ethics and/or a criminal offence under the relevant law in force. 

“Investigating Team” means an independent committee consisting of the Group’s Employees 
appointed by the Chairman of Audit Committee to conduct investigations. 

“Reprisal” means disciplinary measures, demotion, suspension, termination of employment or 
service or any other retaliatory action; 

“Whistleblower” is an individual who discloses any Improper Conduct within the Group in 
accordance with this Whistleblowing Policy and Procedure; 

“Whistleblowing” is the act of disclosing any Improper Conduct. 

3. Making a Report 

3.1 Any person may disclose any Improper Conduct that concerns the Group to the Chairman of 
Audit Committee, Michael Moo, via e-mail at mkwmoo@gmail.com and attached with the 
Disclosure Form in Appendix 1. 
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3.2 Whistleblowers are advised to provide sufficient details, which include the following: 

1. a description of the Improper Conduct and the parties who are involved; 
2. background of the incident, including the relevant dates and location of occurrence; 
3. how the Improper Conduct was detected; 
4. reason(s) why the Whistleblower is particularly concerned about this (e.g., it may result in 

loss of the Group’s assets/funds); and 
5. particulars or production of documentary evidence and witnesses, if any. 

3.3 A Whistleblower shall identify himself/herself when submitting a complaint/disclosure, 
including name, contact details and department / Group name. An anonymous disclosure shall not 
be entertained and may result in the Whistleblower not being conferred protection under the 
Whistleblower Protection Act 2010. 

3.4 Although the Whistleblower is not expected to prove beyond reasonable doubt the truth of the 
disclosure, the Whistleblower shall need to demonstrate that there are reasonable grounds for 
his/her concern and provide sufficient information for the Group to take appropriate steps. 
 
3.5 The Whistleblower shall not attempt to personally conduct any investigation, interview or 
interrogation related to the matter being disclosed. 

 

4. Protection of the Whistleblower 

4.1 A Whistleblower who is an Employee will be protected from any Reprisal as a consequence 
of the disclosure, subject to the conditions fulfilled as in paragraph 4.3. In the event that the alleged 
wrongdoing is not subsequently proven, the Whistleblower will also be protected from Reprisal 
subject to the conditions described in paragraph 4.3. 

4.2 Suppliers/ Vendors of the Group and members of the public who become a Whistleblower will 
also be protected by the Group as to his/her identity subject to the conditions described in 
paragraph 4.3. 

4.3 Protection to the Whistleblower will be accorded by the Group only when all the following 
conditions are met: 
 

1. The disclosure is done in good faith, is not frivolous or vexatious or is not made with 
malicious intent or ulterior motive; 

2. The Whistleblower has not communicated the disclosure to any other party not related to 
the disclosure; and 

3. The disclosure made is not for personal gain or interest. 

Upon making the disclosure, the Whistleblower’s identity shall be treated with strict 
confidentiality and will be protected, i.e., kept confidential unless otherwise required by law or for 
purposes of any proceedings by or against the Group. 
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4.4 There may be certain circumstances where the identity of the Whistleblower may need to be 
revealed on a need-to-know basis (e.g., requirement to testify in court). If such a situation arises, 
the Group shall discuss and seek consent with the Whistleblower first before proceeding with the 
case.  

4.5 An Employee making allegations or reports that prove to have been made with bad faith will 
be subject to disciplinary action. In the case of customers, suppliers, subcontractors or consultants, 
continuity of business relationship shall be reviewed. 

4.6 The protection will be removed if it is found that the Whistleblower was also involved in the 
improper conduct. 

4.7 Any form of retaliation undertaken by an Employee against any Whistleblower for reporting 
any Improper Conduct is prohibited and considered to be in breach of the Group’s Policy and 
Procedures. In such cases, disciplinary measures shall be taken against such Employee. 

4.8 A Whistleblower who considers that he/she has been the victim of retaliation for reporting any 
Improper Conduct or has good reason to believe or fear that he/she is exposed to the risk of 
retaliation as a result of his/her reporting any Improper Conduct shall report the matter to the 
Chairman of Audit Committee and request that protective measures be adopted. The protection 
against retaliation shall be extended to any other party associated with the Whistleblower. 

 

5. Managing a Whistleblower Report 

5.1 Upon receiving a Whistleblower report, the Chairman of the Audit Committee shall review 
and evaluate the Whistleblower’s disclosure and decide on the next course of action as soon as 
possible. 

5.2 If the allegation is on any Employee, he/she shall automatically be recused and excluded from 
participating in the investigation and decision-making process pertaining to the allegation. 

5.3 An independent Investigating Team shall be formed to conduct a preliminary investigation to 
determine the severity of the Whistleblower’s report on the alleged misconduct. The Investigating 
Team shall set a timeframe for the preliminary investigation to be completed. 

5.4 If the preliminary investigation report concludes that the case/alleged Improper Conduct is: 
 

1. Proven unfounded/cannot be substantiated, no further action shall be taken and the case 
shall be deemed closed; 

2. Justified and severe, the case shall be further investigated by the Investigating Team. 

5.5 The Chairman of the Audit Committee shall inform the Whistleblower of the decision made 
and actions taken or be taken within ten (10) working days of receiving his/her report. 
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5.6 The Whistleblower shall also be informed of the following: 
 

1. Not to contact the suspected Employee(s) in an effort to determine facts or demand 
restitution; and 

2. Not to discuss the case, facts, suspicions or allegations with anyone except the Investigating 
Team. 

 
 

6. Conducting Investigation 

6.1 The Investigating Team shall maintain objectivity, impartiality and fairness throughout the 
detailed investigation process and conduct their activities competently and with the highest level 
of integrity. In particular, the Investigating Team shall perform its duties independently, free from 
improper influence and fear of retaliation from Employees responsible for or involved in 
operational activities and/or Employees liable to be the subject of investigation for Improper 
Conduct. 

6.2 The Whistleblower shall cooperate with the Investigating Team. Meetings may be arranged 
off-site to protect the confidentiality of the Whistleblower. 

6.3 Members of the Investigating Team shall have access to all relevant records. Documents 
provided for investigation purpose shall be acknowledged accordingly in the records. 

6.4 Throughout the investigation process: 
 

1. All Employees in the Group are expected to cooperate and provide the necessary assistance 
to the Investigating Team. There should not be any attempt to deliberately destroy, alter or 
remove any documentary information or any evidence. 

2. The Investigating Team shall meet the Employee(s) under investigation to ascertain facts 
of his/her involvement in the Improper Conduct or to clear him/her of suspicion. 

6.5 The Investigating Team may schedule meetings with other persons suspected of being involved 
or who have any knowledge of the alleged Improper Conduct. All such meetings shall be 
conducted confidentially, and all matters discussed shall be documented by the Investigating Team. 

6.6 The Investigating Team shall submit their findings to the Chairman of the Audit Committee to 
be carried out upon classifying the severity of the proven Improper Conduct as follows: 

Major: matter contravening the law/legislation or having a material impact on business governance, 
reputation, finances or operations 

Minor: disciplinary offences 
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Reference shall be made to the Group Human Resource policy and procedures on the setting up of 
the Domestic Inquiry Panel (DI Panel) and disciplinary action taken thereafter. 

6.7 The Chairman of Audit Committee shall notify the DI Panel findings/recommendation while 
the offending Employee shall be notified by HR of the DI Panel decision and disciplinary action. 

6.8 Based on the DI Panel findings, the Chairman of the Audit Committee shall refer any proven 
significant Improper Conduct to the relevant (enforcement) authorities. 

6.9 The Chairman of the Audit Committee shall notify the Whistleblower on the outcome of the 
disclosure. 

6.10 All records of disclosures, statements, evidence and findings shall be managed in compliance 
with the provisions of the Personal Data Protection Act 2010 and other applicable laws. 

6.11 All the above preliminary and/or detailed investigation processes shall be properly reported 
and documented. 

 
 

7. Communication and Confidentiality 

7.1 All reports and identity of the Whistleblower will be treated confidentially and sensitively. 
Information relating to the disclosure made by a Whistleblower shall be restricted only to those 
who need to know of the matter, i.e., on a need-to-know basis. 

7.2 Any person involved shall be reminded to preserve the confidentiality of the matter. 

7.3 Any announcement(s) as required by the regulatory authorities (e.g., Securities Commission) 
shall be made accordingly in compliance with the disclosure requirements of the relevant 
regulations. 
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Appendix 1 STRICTLY PRIVATE & CONFIDENTIAL 

 
 

WHISTLEBLOWING FORM 
  

1 PARTY INVOLVED IN CONCERN RAISED 

a. Name of Alleged Wrongdoer:   
b. Designation:   
c. Division / Company:   
d. How do you know this person?   
 

 
2 DETAILS OF CONCERN (You may use additional sheets if necessary) 

a. Date / Time / Location:   
b. Description of Concern: 

  
 

 

3 SUPPORTING INFORMATION TO ASSIST INVESTIGATIONS (Please attach supporting 
evidence to substantiate your disclosure and assist in the investigation. You may use additional 
sheets for additional witnesses or supporting evidence if necessary) 

a. Witness Name:   
b. Supporting Evidence 

  
 

 
4. REPORTING TO OTHER PARTIES 

1. Have you raised your concern to any other person / department/ authority? Yes / No 

If yes, please state the person/department/authority the report was made/lodged and insert the date of the 
report. You may attach a copy of the report made. 
 

 

5. PARTICULARSOF WHISTLEBLOWER (YOU ARE ENCOURAGED TO PROVIDE YOUR 
CONTACT DETAILS TO ENABLE US TO CONTACT YOU FOR FURTHER 
CLARIFICATION IF REQUIRED) 

a. Name:   
b. Designation / Occupation:   
c. Contact No:   
d. E-mail Address:   
e. Relationship with BOB Group   
(if not Employee)   

 


